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PRESS RELEASE
Monday, May 5, 2025

Scam Alert — Beware of Text Messages Collecting Tolls
Do Not Click Links, Do Not Respond, Delete the Message

MONTGOMERY - The Alabama Department of Revenue has received reports of fraudulent text messages
looking to collect unpaid tolls. These messages may ask users to click a link that begins as
“https://mydmv.alabama...”, although there may be several different variations of this link depending on the text
message received. DO NOT CLICK THIS LINK.

ALDOR does not collect tolls, and the actual link to
ALDOR’s MyDMYV service is
https://mydmv.revenue.alabama.gov/TAP/ /.

Final Notice: Enforcement will begin
after May 7st

As of today, your tolls are still
unpaid.

If you still don\'t pay your tolls
tomorrow, you will face the following
conseguences:

The DMV will suspend your vehicle

ALDOR does not contact taxpayers through text messages,
so if you receive any sort of message that looks like this one,
do not click any included links, do not respond to the
message, and delete the message immediately.

You will face legal action and
damage to your credit

You may be considered an illegal
driver
Please pay before enforcement

Pay Now:

https://mydmv.alabama-erq.win/us

(Reply Y and re-open this message
to click the link, or copy it to your
browser.)
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Qur system has flagged an unsettled toll
charge tied to your account. To prevent further
cemplications or unexpected Intermuptions,
please take action to resolve this issue within
the next 12 hours.

Due $6.99

If you do happen to click the link, you may be taken to a site
that looks very much like ALDOR’s legitimate MyDMV site. If
you navigate through the fraudulent site, you may even notice
that many of the buttons and links will take you to legitimate
pages.

HOWEVER, buttons marked as “pay” buttons WILL NOT take
you to ALDOR’s legitimate pay functions, but rather to the
wrongdoers’ fake pay options, where they will gather your
personal and financial information to steal your money or
commit other illegal and harmful acts.

Remember — ALDOR does NOT collect tolls.

Protect your information. NEVER give personal details and financial information away if you don’t know

for sure who you are giving it to.

Press Contact

Tax Policy and Governmental Affairs Division
taxpolicy@revenue.alabama.gov
334-242-1380
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